1.0

2.0

View/Validate Digital Signatures Generated by The M&P Lab
In Adobe Acrobat 6.0, 8.0, 9.0 and Microsoft Word

Minimum software requirements for viewing/ validating digital signatures produced by The M&P Lab

11
1.2

pdf documents - Acrobat 6.0, 8.0, 9.0, or
Word documents - Microsoft Word 2002

Adobe Acrobat 6.0

2.1

2.2
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Setting your pdf document preferences
2.1.1 Launch Adobe Acrobat application

2.1.2 On tool bar, click
Edit\Preferences\Digital Signatures

2.1.2.1 Signing Method: Default
Method to use when
signing should be set to
Default Certificate Security

2.1.2.2 Verifying Signatures
2.1.2.2.1 Click Verify

Signatures when
the document is

opened
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Page Display Default Method o use when signing: | Default Certificate Security v
Reading

2::‘:;"'"9 Verifying Signatures

smocthing Verify signatures when the document is apened
peling

Startup ‘When Yerifying:

Trust Manager
Units

Updates

web Capture

O Use the document-spedified method, prompt I it s not avallable
©) Use the dacument-specified method, Use the default method if it is not avallable

(&) Always use the default method (overrides the document-specied)

Default Method For Verifying signatures; | Windows Certficate Securty v

Advanced Prefersnces...

2.1.2.2.2 When Verifying, click Always use the Default Method
2.1.2.3 Default Method for Verifying Signatures should be set to Windows

Certificate Security

Digital Signature Advanced Preferences E‘

Verifying Signatures
[ 1gniore the expiration dates of 'Self-Signed Certificates when verifying signatures

[CIRequire certificate revacation checking For validation
Microsoft Windows Certificate Security
Enable importing of identities from the Windows Certificate Store inta the Acrobat Trusted Identities list
Trusk ALL root Certificates in the Windows Certificate Store for the following operations:
Walidating Signatures
Walidating Certified Documents

i\. IF either of these options are selected Acrobat could potentially treat content from companies that
have Certificates installed in Windows as trusted, Care should be taken in enabling this feature,

2.1.3 Click Advanced Preferences and click check boxes:
2.1.3.1 Require certificate revocation
checking for validation
2.1.3.2 Enable importing of identities
from Windows Certificate
Store into Acrobat Trusted
Identities list
2.1.3.3 Validate signatures
2.1.3.4 Validate certified documents
2.1.3.5 Click OK\OK

This completes setting the preferences in
Adobe Acrobat 6 Writer.

When you open one of our digitally signed
docs, click on the Signature Panel and you
should see *Valid certified Document’

Reset Digital ID Options

Resets options related to Digital 1Ds, including import and defaulk method settings.

=gt
L
Lo s o

T B -2

Last updated 26 July 2010




3.0

View/Validate Digital Signatures Generated by The M&P Lab
In Adobe Acrobat 6.0, 8.0, 9.0 and Microsoft Word

Adobe Acrobat 8
Setting your pdf document
preferences

3.1

3.11

3.1.2

3.1.3

3.14

Launch Adobe Acrobat
application

On tool bar, click Edit\
Preferences\Security tab

3.1.2.1 Click the check box
to ‘Verify signatures
when the document
is opened’.

Click on Advanced
Preferences

On the Verification tab, click
following choices

3.1.3.1 ‘When Verifying: Use
the document
specified method’,
and

Verify Signature
Using: ‘Secure time...

3.1.2.2

3.1.3.2

On the Windows Integration
tab, check all three boxes.
Click OK

This completes setting the
preferences in Adobe Acrobat 8
Reader.

3.15

When you open one of our
digitally signed pdf docs, you
should see ‘Valid certified
Document’.
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View/Validate Digital Signatures Generated by The M&P Lab
In Adobe Acrobat 6.0, 8.0, 9.0 and Microsoft Word

4.0 Adobe Acrobat 9
4.1 Setting your pdf document
preferences
4.1.1 Launch Adobe Acrobat
application
4.1.2 On tool bar, click Edit\
Preferences\Security tab

4.1.2.1 Click the check box
to ‘Verify signatures
when the document
is opened’.

4.1.2.2 Click on Advanced
Preferences

4.1.3 On the Verification tab, click

following choices

4.1.3.1 ‘When Verifying: Use
the document
specified method’,
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and
4.1.3.2 Verify Signature . o
Using: ‘Secure time..." R | Erenapasemanimension
4.1.4 On the Windows Integration e %
tab, check ‘Enable searching’ 2
and ‘Validating Certified o
Documents. Click OK e o
%:m —— m:g:;;n v W CotFcata v ot ol e
This completes setting the P § i osasmss —
preferences in Adobe Acrobat 9 = '
Reader. "

4.2  When you open one of our digitally
signed docs, click on the Signature
Panel and you should see ‘Valid
certified document’
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View/Validate Digital Signatures Generated by The M&P Lab
In Adobe Acrobat 6.0, 8.0, 9.0 and Microsoft Word
5.0 Microsoft Word

5.1  When you open a digitally signed Word document, you will see a red ribbon at the
bottom of your screen on the task bar. Double clicking on the ribbon will reveal
signatories of the document.

5.2 You will also see gif images of signatures on the document and a notification that the
document has been digitally signed. The images and notification have been inserted for
appearances, in case the page is printed; digital signatures generated by Word are
invisible, except for the red ribbon on the screen Whereby actual digital signatures can
be electronically validated. T e

Reviewer C\}UJL Author;_ F/ﬂ%

David A Behrke Frank E Anderson

Shidey Steiettnd]

Shirtey Strickland
Qualty Assurance Admirdstrator

Double click on this ribbof -
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